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DETAILED ACTION 

1 . Claims 1 - 62 have been presented for examination. Claims 48 and 55 - 62 
have been canceled in an amendment filed 9/7/2005. Therefore, presently pending 
claims are 1 - 47 and 49 - 54. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 1, 17, 31, 40 and 47 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. 

Claims 1, 17, 31, 40 and 47 is indefinite because the claim language "sending a 
first encrypted routine of a software driver" would mislead one ordinary skilled person in 
the art who may interpret it as "sending an encrypted software driver routine (i.e. the 
software driver code itself is encrypted before sending)", which is not supported by the 
specification (Para [0012]) accordingly. Therefore, the specific claim language is 
respectfully requested to correct the ambiguity and indefiniteness of the claim limitation 
without introducing the new matter. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that forms 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in the 
United States before the invention by the applicant for patent or (2) a patent granted on an application for patent by 
another filed in the United States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United States and was 
published under Article 2 1(2) of such treaty in the English language. 

3. Claims 1, 9 — 10, 12, 31 — 32 f 47, 49, 52 and 54 are rejected under 35 
U.S.C. 102(e) as being anticipated by Glover (Patent Number: 6868495). 



As per claim 1 , 31 and 49, Glover teaches a method comprising the steps of: 
sending a first encrypted routine of a software driver to a peripheral device, 
wherein the software driver is to interface with the peripheral device (Glover: Column 1 1 
Line 1 - 19 & Figure 3: (a) the encrypted code / routine is transferred to the device 
driver as taught by Glover (b) the file system driver and the operation system as a 
whole, as taught by Glover, that interface between the processor and the peripheral 
device according to the specification (Para [0012]), is considered by Examiner as a 
complete entity as the "software driver" to meet the claim language in the broadest and 
reasonable manners). 

Decrypting at the peripheral device, the first encrypted routine to generate a 
plaintext routine (Glover: Column 1 1 Line 18-19); and 
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providing the plaintext routine to the software driver (Glover: Column 1 1 Line 18 

-19). 

As per claim 9, Glover further teaches removing the plaintext routine (Glover: see 
for example: Column 20 Line 40 - 42). 

As per claim 10, 32 and 54, Glover further teaches encrypting, at the peripheral 
device, the plaintext routine to generate a second encrypted routine, where the second 
encrypted routine is a version of the first encrypted routine; providing the second 
encrypted routine to the software driver (Glover: Column 22 Line 20 - 25 and Column 
1 1 Line 1 - 19 & Figure 3: the debugging tool to monitor the opcode, as taught by 
Glover, must be managed by the software driver as defined in claim 1). 

As per claim 12, Ciacelli further teaches the second encrypted routine is a 
modified version of the first encrypted routine (Glover: Column 22 Line 20 - 25). 

As per claim 47, Ciacelli teaches a method comprising the steps of: 
sending a first encrypted routine of a first software driver to a peripheral device, 
wherein the software driver is to interface with the peripheral device (Glover: Column 1 1 
Line 1-19: (a) the encrypted code / routine is transferred to the device driver as taught 
by Glover (b) the file system driver and the operation system as a whole, as taught by 
Glover, that interface between the processor and the peripheral device according to the 
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specification (Para [0012]), is considered by Examiner as a complete entity as the 
"software driver" to meet the claim language in the broadest and reasonable manners); 

decrypting, at the peripheral device, the first encrypted routine to generate a 
plaintext routine (Glover: Column 1 1 Line 18-19); and 

providing the plaintext routine to a second software driver ((Glover: Column 1 1 
Line 18 - 19: the 1 st and the 2 nd software drivers are interpreted as being characterized 
by the time difference during the process in a timely manner). 

As per claim 52, Glover teaches the application includes a software driver 
(Glover: Column 1 1 Line 1 - 19 & Figure 3: the file system driver (driver application) and 
the operation system as a whole, as taught by Glover, that interface between the 
processor and the peripheral device according to the specification (Para [0012]), is 
considered by Examiner as a complete entity as the "software driver" to meet the claim 
language in the broadest and reasonable manners). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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4. Claims 2, 3, 8, 11, 13, 16, 33, 38 -39 and 50-51 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Glover (Patent Number: 6868495), in view of 
Candelore (Patent Number: 2002/0073315). 

As per claim 2, 1 1 , 39 and 50, Glover teaches sending an encryption code to the 
peripheral device (Glover: Column 1 1 Line 13-14). However, Glover does not teach 
the first encrypted routine is an encrypted version of an encryption routine. 

Ciacelli teaches the first encrypted routine is an encrypted version of an 
encryption routine (Ciacelli: Column 5 Line 55 - 56 and Column 6 Line 54 - 60; Glover: 
Column 1 1 Line 13-19: Glover teaches providing encrypted code while Ciacelli 
teaches the code can be an update of the encryption routine - i.e., an encrypted version 
of an encryption routine). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Ciacelli within the system of Glover 
because Ciacelli teaches an enhanced system security method for encryption / 
decryption of data (including routine code) within a computer system for communication 
from a processor to an accessible internal structure (such as memory or bus) without 
exposing the data in unscrambled form at the accessible structure (Ciacelli: Column 1 
Line 6 -13). 

As per claim 3, Glover does not teach the first encrypted routine is an encrypted 
version of a decryption routine. 
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Ciacelli teaches the first encrypted routine is an encrypted version of a decryption 
routine (Ciacelli: see for example: Column 5 Line 43 - 45). 

See the same rationale of combination as above in rejecting claim 2. 

As per claim 8, 33 and 38, Glover does not teach sending a decryption code to 
the peripheral device, where the decryption code is to be used by the peripheral device 
to decrypt the first encrypted routine. 

Ciacelli teaches sending a decryption code to the peripheral device, where the 
decryption code is to be used by the peripheral device to decrypt the first encrypted 
routine (Ciacelli: see for example: Column 5 Line 45 - 60). 

See the same rationale of combination as above in rejecting claim 2. 

As per claim 1 3, Glover does not teach selecting the first encrypted routine from 
a plurality of different encrypted routines, wherein the plurality of different encrypted 
routines are functionally equivalent. 

Ciacelli teaches selecting the first encrypted routine from a plurality of different 
encrypted routines, wherein the plurality of different encrypted routines are functionally 
equivalent (Ciacelli: see for example: Column 14 Line 10-15). 

See the same rationale of combination as above in rejecting claim 2. 

As per claim 16, Glover does not teach providing includes storing the plaintext 
routine in a location in memory accessible by the software driver, and where the 
location in memory is known to the software driver. 
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Ciacelli teaches the providing includes storing the plaintext routine in a location in 
memory accessible by the software driver, and where the location in memory is known 
to the software driver (Glover: Column 1 1 Line 18-19: when the device driver provides 
the plaintext routine to the operating system / software driver as taught by Glover, the 
plaintext routine must be stored in a location definitely known to the operating system / 
software driver). 

See the same rationale of combination as above in rejecting claim 2. 

As per claim 51 , Glover does not teach the first encrypted data includes an 
encrypted version of one of: a private encryption key, a private decryption key, a chip 
ID, and a device ID. 

Ciacelli teaches the first encrypted data includes an encrypted version of one of: 
a private encryption key, a private decryption key, a chip ID, and a device ID (Ciacelli: 
see for example: Column 6 Line 42 - 45). 

See the same rationale of combination as above in rejecting claim 2. 

5. Claims 4-7 and 53 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Glover (Patent Number: 6868495), in view of Freeman (Patent Number: 
2002/0129374). 

As per claim 4 and 53, Glover does not disclose expressly the peripheral device 
is a graphics chip. 
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Freeman teaches the hardware device is a graphic chip (Freeman: see for 
example, Paragraph [0117]). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Freeman within the system of Glover 
because (a) Glover discloses the protection of illegal copying of video multimedia 
content (Glover: Column 2 Line 43 - 60) and (b) Freeman teaches using a graphic chip 
for the MPEG adaptation to process the video data stream (Freeman: see for example, 
Paragraph [01 17] and Figure 7 Element 376 & 388). 

As per claim 5, Freeman teaches decrypting is performed by a 3D pipe of the 
graphics chip (Freeman: see for example, Paragraph [01 17]: 3D (3-Dimension) engine 
is merely one part of a series of video graphic chips in this claimed subject of matter to 
perform encryption / decryption). 

As per claim 6, Freeman teaches decrypting is performed by a IDCT component 
of the graphics chip (Freeman: see for example, Paragraph [01 1 7]: IDCT component is 
merely one part of a series of video graphic chips in this claimed subject of matter to 
perform encryption / decryption). 

As per claim 7, claim 7 does not further teach over claim 5 or 6 as addressed 

above. 
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6. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Glover (Patent Number: 6868495), in view of Wilson (Patent Number: 4520232). 

As per claim 14, Glover does not disclose expressly decrypting includes using a 
map as a decryption key. 

Wilson teaches decrypting includes using a map as a decryption key (Wilson: 
see for example: Column 2 Line 12 - 24). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Wilson within the system of Glover 
because Wilson teaches providing a poly-graphic encryption mechanism which is both 
fast and inexpensive with enhanced security strength (Wilson: see for example, Column 
1 Line 28 - 34). 

As per claim 15, Wilson further teaches the map includes a texture map (Wilson: 
see for example, Column 1 Line 28 - 34: the matrix is qualified as a two-dimensional 
texture map). 

7. Claims 17-27, 30 and 40-46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Glover (Patent Number: 6868495), in view of Freeman (Patent 
Number: 2002/0129374), and in view of Candelore (Patent Number: 2002/0073315). 
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As per claim 17 and 40, Glover teaches a method comprising: 

sending a first encrypted routine of a software driver to a graphics chip, wherein 
the software driver is to interface with the graphics chip, and where the first encrypted 
routine is an encrypted version of an encryption routine (Glover: Column 1 1 Line 1-19 
& Figure 3: (a) the encrypted code / routine is transferred to the device driver as taught 
by Glover (b) the file system driver and the operation system as a whole, as taught by 
Glover, that interface between the processor and the peripheral device according to the 
specification (Para [0012]), is considered by Examiner as a complete entity as the 
"software driver" to meet the claim language in the broadest and reasonable manners). 

Glover does not disclose expressly the hardware device associated with the 
device driver is a graphic chip. 

Freeman teaches the hardware device is a graphic chip (Freeman: see for 
example, Paragraph [0117]). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Freeman within the system of Glover 
because (a) Glover discloses the protection of illegal copying of video multimedia 
content (Glover: Column 2 Line 43 - 60) and (b) Freeman teaches using a graphic chip 
for the MPEG adaptation to process the video data stream (Freeman: see for example, 
Paragraph [01 17] and Figure 7 Element 376 & 388). 

decrypting, at the graphics chip, the first encrypted routine to generate a plaintext 
routine (Glover: Column 11 Line 18-19; Freeman: Paragraph [0117]) . However, 
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Glover as modified does not teach the plaintext routine is a version of the encryption 
routine. 

Ciacelli teaches the plaintext routine is a version of the encryption routine 
(Ciacelli: Column 5 Line 55 - 56 and Column 6 Line 54 - 60; Glover: Column 1 1 Line 13 
- 19: Glover teaches providing decrypted code while Ciacelli teaches the code can be 
an update of the encryption routine - i.e., a version of the encryption routine). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Ciacelli within the system of Glover as 
modified because Ciacelli teaches an enhanced system security method for encryption / 
decryption of data (including routine code) within a computer system for communication 
from a processor to an accessible internal structure (such as memory or bus) without 
exposing the data in unscrambled form at the accessible structure (Ciacelli: Column 1 
Line 6 -13). 

storing the plaintext routine in memory in a location known to the software driver 
(Glover: Column 1 1 Line 18-19: when the device driver provides the plaintext routine 
to the operating system / software driver as taught by Glover, the plaintext routine must 
be stored in a location definitely known to the operating system / software driver). 



As per claim 18, Ciacelli further teaches sending a decryption code to the 
peripheral device, where the decryption code is to be used by the peripheral device to 
decrypt the first encrypted routine (Ciacelli: see for example: Column 5 Line 45 - 60). 
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As per claim 19 and 44, Freeman teaches decrypting is performed by a 3D pipe 
of the graphics chip (Freeman: see for example, Paragraph [01 17]: 3D (3-Dimension) 
engine is merely one part of a series of video graphic chips in this claimed subject of 
matter to perform encryption / decryption). 

As per claim 20 and 45, Freeman teaches decrypting is performed by a IDCT 
component of the graphics chip (Freeman: see for example, Paragraph [01 17]: IDCT 
component is merely one part of a series of video graphic chips in this claimed subject 
of matter to perform encryption / decryption). 

As per claim 21 and 46, claim 21 and 46 do not further teach over claim 20 and 
45 as addressed above. 

As per claim 22, Ciacelli further teaches decrypting is performed through a series 
of components coupled within the graphics chip (Ciacelli: see for example: Column 7 
Line 58 - 65). 

As per claim 23, Ciacelli further teaches removing the plaintext routine (Ciacelli: 
see for example: Column 7 Line 16-21). 
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As per claim 27, Ciacelli further teaches selecting the first encrypted routine from 
a plurality of different encrypted routines, wherein the plurality of different encrypted 
routines are functionally equivalent (Ciacelli: see for example: Column 14 Line 10-15). 

As per claim 30, Glover further teaches providing includes storing the plaintext 
routine in a location in memory accessible by the software driver, and where the 
location in memory is known to the software driver (Glover: Column 1 1 Line 18-19: 
when the device driver provides the plaintext routine to the operating system / software 
driver as taught by Glover, the plaintext routine must be stored in a location definitely 
known to the operating system / software driver). 

As per claim 24, Glover further teaches encrypting, at the peripheral device, the 
plaintext routine to generate a second encrypted routine, where the second encrypted 
routine is a version of the first encrypted routine (Glover: Column 22 Line 20 - 25). 

providing the second encrypted routine to the software driver (the debugging tool 
to monitor the opcode, as taught by Glover, must be managed by the software driver as 
defined in claim 17). 

As per claim 25, Glover teaches sending an encryption code to the peripheral 
device (Glover: Column 1 1 Line 13-14), where the encryption code is to be used by 
the peripheral device to encrypt the plaintext routine (Ciacelli: Column 5 Line 55 - 56 
and Column 6 Line 54 - 60; Glover: Column 1 1 Line 13-19: Glover teaches providing 
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encrypted code while Ciacelli teaches the code can be an update of the encryption 
routine - i.e., an encrypted version of an encryption routine). 

As per claim 26, Ciacelli further teaches the second encrypted routine is a 
modified version of the first encrypted routine (Glover: Column 22 Line 20 - 25). 

As per claim 41 , Ciacelli further teaches said first interface and said second 
interface are implemented using a same interface (Ciacelli: see for example: Column 5 
Line 43 - 48: the same interface of decryption module to receive and execute the 
decryption function for encrypted routine). 

As per claim 42, Glover further teaches encrypt the plaintext routine to generate 
a second encrypted routine, wherein the second encrypted routine is a modified version 
of the first encrypted routine; providing the second encrypted routine to said interface 
(Glover: Column 22 Line 20 - 25 and Column 1 1 Line 1 - 19 & Figure 3: the debugging 
tool to monitor the opcode, as taught by Glover, must be managed by the software 
driver as defined in claim 1 ). 

As per claim 43, Ciacelli further teaches the first hardware component and the 
second component are implemented using a same hardware component (Ciacelli: see 
for example: Column 5 Line 43 - 48: the same hardware component of decryption 
module to receive and execute the decryption function for encrypted routine). 
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8. Claims 34 37 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Glover (Patent Number: 6868495), in view of Candelore (Patent Number: 
2002/0073315), and in view of Freeman (Patent Number: 2002/0129374). 

As per claim 34, Glover as modified does not disclose expressly the peripheral 
device is a graphics chip. 

Freeman teaches the hardware device is a graphic chip (Freeman: see for 
example, Paragraph [0117]). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Freeman within the system of Glover as 
modified because (a) Glover discloses the protection of illegal copying of video 
multimedia content (Glover: Column 2 Line 43 - 60) and (b) Freeman teaches using a 
graphic chip for the MPEG adaptation to process the video data stream (Freeman: see 
for example, Paragraph [01 17] and Figure 7 Element 376 & 388). 

As per claim 35, Glover does not teach decrypting is performed by a 3D pipe of 
the graphics chip. 

Freeman teaches decrypting is performed by a 3D pipe of the graphics chip 
(Freeman: see for example, Paragraph [01 17]: 3D (3-Dimension) engine is merely one 
part of a series of video graphic chips in this claimed subject of matter to perform 
encryption / decryption). 
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See the same rationale of combination as above in rejecting claim 34. 

As per claim 36, Glover does not teach decrypting is performed by a IDCT 
component of the graphics chip. 

Freeman teaches decrypting is performed by a IDCT component of the graphics 
chip (Freeman: see for example, Paragraph [01 17]: IDCT component is merely one part 
of a series of video graphic chips in this claimed subject of matter to perform encryption 
/ decryption). 

See the same rationale of combination as above in rejecting claim 34. 

As per claim 37, claim 37 does not further teach over claim 35 or 36 as 
addressed above. See the same rationale addressed above. 

9. Claims 28 and 29 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Glover (Patent Number: 6868495), in view of Freeman (Patent Number: 
2002/0129374), in view of Candelore (Patent Number: 2002/0073315), and in view of 
Wilson (Patent Number: 4520232). 

As per claim 28, Glover as modified does not disclose expressly decrypting 
includes using a map as a decryption key. 

Wilson teaches decrypting includes using a map as a decryption key (Wilson: 
see for example: Column 2 Line 12 - 24). 
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It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Wilson within the system of Glover as 
modified in view of Freeman because Wilson teaches providing a poly-graphic 
encryption mechanism which is both fast and inexpensive with enhanced security 
strength (Wilson: see for example, Column 1 Line 28 - 34). 

As per claim 29, Wilson further teaches the map includes a texture map (Wilson: 
see for example, Column 1 Line 28 - 34: the matrix is qualified as a two-dimensional 
texture map). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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